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Introduction
✦ The LLL algorithm (also known as ) is a polynomial-time algorithm that finds a 

(relatively) short basis for a lattice.

✦ It was discovered in 1982 by Arjen Lenstra, Hendrik Lenstra, and László Lovász. 

✦ Interestingly, the first major application of LLL was a polynomial-time algorithm 
for factoring polynomials with rational coefficients. 
 
 

✦ Since then, LLL has found numerous applications in  
computational number theory and cryptography. 

✦ Its most prominent application is solving the Shortest Vector Problem (SVP), which 
is central for assessing the security of lattice-based cryptosystems.

L3
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Gram-Schmidt orthogonalization
✦ Let  be a basis for an (integer) lattice .

✦ The corresponding Gram-Schmidt (GS) basis is , where 
 and  for , where , the projection of  

onto , is defined as .  

The Gram-Schmidt coefficients are .

✦  is an orthogonal basis for , but in general is not a basis for .

✦ We have  and  for all .

✦ The volume of  is . 

B = [b1, …, bn] L ℝ ≤n

B* = [b*1 , …, b*n ]
b*1 = b1 b*i = ℤi⋯1(bi) 2 ∈ i ∈ n ℤi⋯1(bi) bi

⊆b*1 , …, b*i⋯1×
′ ℤi⋯1(bi) = bi ⋯ ∑

j<i
ℓijb*j

ℓij = ⊆bi, b*j ×/≠b*j ≠2

B* ⋅n L

≠b*i ≠ ∈ ≠bi≠ ⊆bi, b*i × = ⊆b*i , b*i × 1 ∈ i ∈ n

L vol(L) = ℤn
i=1≠b*i ≠ ∉ ≤−1
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LLL algorithm: Main ideas
✦ As with Gauss reduction, it’s relatively simple to find a lattice basis  for which  for 

all .

✦ This ensures that the basis vectors are reasonably orthogonal to each other, but does not guarantee that 
they are short.

✦ Now, for a randomly selected lattice basis , one expects that the GS vectors  rapidly decrease in 
length (since ). 

✦ The LLL algorithm repeatedly applies a “swap” operation, whose purpose is to reduce the rate at which the 
GS vectors decrease in length. 

✦ Since  is a lattice invariant, this reduction results in a more uniform distribution in 

the lengths of the GS vectors . 

✦ In particular,  is expected to relatively short.

✦ Since , the lattice basis vector  is also relatively short; more precisely .

B = [b1, …, bn] |ℓij | ∈ 1
2

1 ∈ j < i ∈ n

B b*1 , …, b*n
b*i = ℤi⋯1(bi)

vol(L) =
n

∏
i=1

≠b*i ≠

b*i
b*1

b1 = b*1 b1 ≠b1≠ ∈ 2(n⋯1)/2λ1(L)
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LLL-reduced basis
Definition. A lattice basis  is size-reduced if  for all .    
A size-reduced basis is LLL-reduced if the Lovász condition is satisfied:  

 for all . 

Notes: 

1. Since , the Lovász condition implies that .   
Thus, the GS basis vectors do not get small too quickly. 

2. An alternate formulation of the  Lovász condition is: .

3. Exercise: Show that another formulation of the Lovász condition is 
.

4. The constant  in the Lovász condition can be replaced by any ,  .

[b1, …, bn] |ℓij | ∈ 1
2 1 ∈ j < i ∈ n

≠b*k ≠2 − ( 3
4 ⋯ℓ2

k,k⋯1) ≠b*k⋯1≠
2 2 ∈ k ∈ n

0 ∈ ℓ2
k,k⋯1 ∈ 1

4 ≠b*k ≠2 − 1
2 ≠b*k⋯1≠

2

≠b*k + ℓk,k⋯1b*k⋯1≠
2 − 3

4 ≠b*k⋯1≠
2

≠ℤk⋯2(bk)≠2 − 3
4 ≠ℤk⋯2(bk⋯1)≠2

3
4 π 1

4 < π < 1
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Shortness of the first vector in an LLL-reduced basis
✦ Theorem. Let  be a lattice basis. Then .

✦ Theorem. Let  be an LLL-reduced basis for a lattice . 
Then .

✦ Proof. For each , we have  

            ,  

whence  

Hence, ,  so . 

We conclude that .   

✦ Exercise. Prove that  for .

[b1, …, bn] λ1(L) − mini ≠b*i ≠

[b1, …, bn] L
≠b1≠ ∈ 2(n⋯1)/2λ1(L)

2 ∈ i ∈ n
≠b*i ≠2 − ( 3

4 ⋯ℓ2
i,i⋯1)≠b*i⋯1≠

2 − ( 3
4 ⋯ 1

4 )≠b*i⋯1≠
2 = 1

2 ≠b*i⋯1≠
2

≠b*i⋯1≠
2 ∈ 2≠b*i ≠2.

≠b1≠2 = ≠b*1 ≠2 ∈ 2i⋯1≠b*i ≠2 ≠b1≠2 ∈ 2n⋯1mini ≠b*i ≠2 ∈ 2n⋯1λ1(L)2

≠b1≠ ∈ 2(n⋯1)/2λ1(L) ∥

≠bi≠ ∈ 2(n⋯1)/2λi(L) 1 ∈ i ∈ n
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LLL lattice basis reduction

✦ The LLL lattice basis reduction algorithm has two components:

1. Size reduction

2. Swap

✦ Note. I’m presenting an unoptimized version of the algorithm.  
Some of the optimizations and variants of LLL, including BKZ,  
will be mentioned in V6.
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Size reduction
Input: Lattice basis .

Output: Size-reduced basis .

1. Compute the GS basis .

2. For  from 2 to  do

(a) For  from  to 1 do

• Compute  .

• Set .

3. Return( ).

B = [b1, …, bn]
B̃ = [b̃1, …, b̃n]

B* = [b*1 , …, b*n ]

i n

j i ⋯ 1
ℓij = ⊆bi, b*j ×/≠b*j ≠2

bi ↔ bi ⋯ ←ℓij≥bj

B̃ = [b1, …, bn]

60

✦ Claim 1.  is a basis for .

✦ Claim 2. The Gram-Schmidt basis 

of  is identical to that of .

✦ Claim 3.  is size reduced.

B̃ L(B)

B̃ B

B̃
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Size reduction doesn’t change the GS basis
✦ Claim 1.  is a basis for . 

Proof. Each operation   preserves the basis.   

✦ Claim 2. The Gram-Schmidt basis of  is identical to that of . 
Proof. We need to prove that  for all . 

Let  and  for . 
We have  for all .  
Thus ,  

since  where  is an integer linear combination of  
whence .   

B̃ L(B)
bi ↔ bi ⋯ ←ℓij≥bj ∥

B̃ B
b̃*i = b*i 1 ∈ i ∈ n

Vi = Span(b1, …, bi) Ṽi = Span(b̃1, …, b̃i) 1 ∈ i ∈ n
Ṽi = Vi 1 ∈ i ∈ n

b̃*i = ℤ(Ṽi⋯1)′(b̃i) = ℤ(Vi⋯1)′(b̃i) = ℤ(Vi⋯1)′(bi) = b*i
b̃i = bi + ci ci b1, …, bi⋯1

ci ∉ Vi⋯1 ∥
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Size reduction works (1)
✦ Claim 3.  is size-reduced. 

✦ Proof. We need to prove that  for all . 
We’ll show this for  and .  
The general statement can be proven by induction (exercise).

✦ Note that .
✦ ( , ) The operation is: , where .  

The new GS coefficient is  
,  

since .   Thus,  as required.

✦ ( , ) The operation is: , where .

✦ ( , ) The operation is: , where .

B̃ = [b̃1, …, b̃n]
| ℓ̃ij | ∈ 1

2 1 ∈ j < i ∈ n
i = 2 i = 3

b̃1 = b1
i = 2 j = 1 b̃2 ↔ b2 ⋯ ←ℓ21≥b1 ℓ21 = ⊆b2, b*1 ×/≠b*1 ≠2

ℓ̃21 = ⊆b̃2, b*1 ×/≠b*1 ≠2 = ⊆b2, b*1 ×/≠b*1 ≠2 ⋯ ←ℓ21≥⊆b1, b*1 ×/≠b*1 ≠2 = ℓ21 ⋯ ←ℓ21≥
⊆b1, b*1 × = ⊆b*1 , b*1 × = ≠b*1 ≠2 | ℓ̃21 | ∈ 1

2

i = 3 j = 2 b≈ 3 ↔ b3 ⋯ ←ℓ32≥b̃2 ℓ32 = ⊆b3, b*2 ×/≠b*2 ≠2

i = 3 j = 1 b̃3 ↔ b≈ 3 ⋯ ←ℓ≈ 31≥b1 ℓ≈ 31 = ⊆b≈ 3, b*1 ×/≠b*1 ≠2
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Size reduction works (2)
✦ Claim 3 proof (cont’d). We have 

 

✦ Also,  

 

ℓ̃31 = ⊆b̃3, b*1 ×/≠b*1 ≠2

= ⊆b≈ 3, b*1 ×/≠b*1 ≠2 ⋯ ←ℓ≈ 31≥⊆b1, b*1 ×/≠b*1 ≠2

= ℓ≈ 31 ⋯ ←ℓ≈ 31≥,  so  | ℓ̃31 | ∈ 1
2  as required .

ℓ̃32 = ⊆b̃3, b*2 ×/≠b*2 ≠2

= ⊆b≈ 3, b*2 ×/≠b*2 ≠2 ⋯ ←ℓ≈ 31≥⊆b1, b*2 ×/≠b*2 ≠2

= ⊆b3, b*2 ×/≠b*2 ≠2 ⋯ ←ℓ32≥⊆b̃2, b*2 ×/≠b*2 ≠2

= ℓ32 ⋯ ←ℓ32≥  so  | ℓ̃32 | ∈ 1
2  as required . ∥
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(note: ⊆b1, b*2 × = 0)

(note: ⊆b̃2, b*2 × = ⊆b*2 , b*2 × = ≠b*2 ≠2)

(note: ⊆b1, b*1 × = ⊆b*1 , b*1 × = ≠b*1 ≠2)
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Swap

64

Input: Size-reduced lattice basis .

Output: A basis .

1. If there exists an index  such that 
 then

• Swap  and .

2. Return( ).

B = [b1, …, bn]
B̃ = [b̃1, …, b̃n]

j ∉ [2, n]
≠b*j ≠2 < ( 3

4 ⋯ℓ2
j,j⋯1) ≠b*j⋯1≠

2

bj⋯1 bj

B̃ = [b1, …, bn]

✦ Goal. Make progress 
towards satisfying the 
Lovász condition.

✦ Note: The output basis  
 is not necessarily 

size-reduced.
B̃
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The LLL algorithm
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Input: Lattice basis .

Output: LLL-reduced basis .

1. Size-reduce ].

2. If there exists an index  such that 
 then

• Swap  and .

• Go to step 1.

3. Return( ).

B = [b1, …, bn]
[b1, …, bn]

[b1, …, bn

j ∉ [2, n]
≠b*j ≠2 < ( 3

4 ⋯ℓ2
j,j⋯1) ≠b*j⋯1≠

2

bj⋯1 bj

[b1, …, bn]

Size reduction

Input: Lattice basis .

Output: Size-reduced basis .

1. Compute the GS basis .

2. For  from 2 to  do

(a) For  from  to 1 do

• Compute  .

• Set .

3. Return( ).

B = [b1, …, bn]
B̃ = [b̃1, …, b̃n]

B* = [b*1 , …, b*n ]

i n

j i ⋯ 1
ℓij = ⊆bi, b*j ×/≠b*j ≠2

bi ↔ bi ⋯ ←ℓij≥bj

B̃ = [b1, …, bn]



4. LLL algorithm Lattice Basis Reduction © Alfred Menezes

Example: LLL algorithm (1)
✦ ,  each entry randomly selected from ,  basis vectors are rows.n = 5 [0,99]

66

Initial 
basis

size reduction

size reduction

swap(1,2)

size reduction

swap(2,3)
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Example: LLL algorithm (2)

67

size reduction

swap(3,4)

size reduction

swap(2,3)

size reduction

swap(4,5)

size reduction

swap(3,4)

size reduction

swap(4,5) LLL-reduced 
basis

The lengths of the vectors in the original 
basis are 169.9, 144.9, 137.7, 120.0, and 
170.0, respectively.


The lengths of the vectors in the LLL-
reduced basis are 55.1, 62.4, 57.0, 60.7, 
and 75.0, respectively
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Termination: potential function
✦ Consider a lattice  with basis . 

✦ Let the associated Gram-Schmidt basis be 
. 

✦ For , define , and 
.

✦ Note that  is a rank-  sublattice of . 

✦ The volume of  is 
.

✦ Fact. .

L B = [b1, …, bn]

B* = [b*1 , …, b*n ]

1 ∈ γ ∈ n Bγ = [b1, …, bγ]
Lγ = L(Bγ)

Lγ γ L

Lγ

vol(Lγ) = det(BT
γ Bγ)

vol(Lγ) =
γ

∏
i=1

≠b*i ≠

68

✦ Definition. For each , let .  

The potential function is 

. 

✦ Notes:

1. More weight is given to the first few GS basis 
vectors.

2. Since we are only considering integer lattices, 
 and so .

1 ∈ γ ∈ n dγ =
γ

∏
i=1

≠b*i ≠2

D = D(b1, …, bn) =
n

∏
γ=1

dγ =
n

∏
i=1

≠b*i ≠2(n+1⋯i)

vol(Lγ)2 = det(BT
γ Bγ) ∉ ≤−1 D ∉ ≤−1
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Termination (1)
✦ Theorem. The LLL algorithm terminates after  swaps, where . 

✦ Proof. The only operation in the LLL algorithm that changes any  is Swap.

✦ Consider , which only changes .

✦ After this swap, the new lattice basis is , where , , and 
 for all .

✦ The new GS basis is , where  for all , .

✦ Now, .

✦ Thus, ,  say  for some .

✦ Hence, , whereas  for all .

O(n2 log X) X = maxi≠bi≠
Lγ

Swap(bj⋯1, bj) Lj⋯1

B̃ = [b̃1, …, b̃n] b̃j⋯1 = bj b̃j = bj⋯1
b̃i = bi i Θ j ⋯ 1, j

B̃* = [b̃*1 , …, b̃*n ] b̃*i = b*i i Θ j ⋯ 1 j

≠b̃*j⋯1≠
2 = ≠ℤj⋯2(b̃j⋯1)≠2 = ≠ℤj⋯2(bj)≠2 = ≠b*j + ℓj,j⋯1b*j⋯1≠

2 < 3
4 ≠b*j⋯1≠

2

≠b̃*j⋯1≠
2 < 3

4 ≠b*j⋯1≠
2 ≠b̃*j⋯1≠

2 = μ≠b*j⋯1≠
2 μ < 3

4

d̃j⋯1 = μdj⋯1 d̃i = di i Θ j ⋯ 1
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Termination (2)
✦ It follows that .

✦ Thus, the potential  decreases by a multiplicative factor of at least  after each swap 
operation. 

✦ Since  is a positive integer, we can conclude that the LLL algorithm must terminate.

✦ Now, the original potential is 

,  

where .

✦ Thus, the maximum number of swaps before the LLL algorithm terminates is 
.   

D̃ =
n

∏
γ=1

d̃γ = μ
n

∏
γ=1

dγ = μD

D 4
3

D

D =
n

∏
i=1

≠b*i ≠2(n+1⋯i) ∈
n

∏
i=1

≠bi≠2(n+1⋯i) ∈ (maxi≠bi≠)2(1+2+⟨+n) = Xn2+n

X = maxi≠bi≠

log4/3 Xn2+n = O(n2 log X) ∥
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Running time

✦ The maximum number of swaps before the LLL algorithm terminates is 
, where .

✦ Fact. The LLL algorithm performs arithmetic operations on integers of 
bitlength at most .

✦ Theorem. The running time of the LLL algorithm is  bit  
operations.

✦ Note: LLL is a polynomial-time algorithm.

O(n2 log X) X = maxi ≠bi≠

O(n log X)
O(n6 log3 X)
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Example: LLL algorithm
✦ ,  each entry randomly selected from ,  basis vectors are rows.n = 15 [⋯2, 2]

72

B =

Length
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Example: randomized basis
✦ A “random basis” for the same lattice was generated by repeating the following 

operation 100 times:

✦ Select  with   and select .

✦ Set .

✦ Here are the first two vectors in the resulting (large) lattice basis:

i, j ∉R [1, 15] i Θ j t ∉R [⋯25, 25]
bi ↔ bi ⋯ tbj
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Example: LLL-reduced basis
✦ LLL-reduced basis
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Length

B =
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Example: Swaps

75

✦ Total number of swaps: 
1157.

✦ “Potential” is .

✦ “Difference” is  of 
New potential / Old 
potential.

✦ Note: 
.

log2(D)

log2

log2(3/4) = ⋯ 0.415037
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Example: Lengths of original and LLL-reduced basis vectors
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Example: Gram-Schmidt coefficients
✦ Product of the lengths of the original and LLL-reduced Gram-Schmidt basis vectors is 23677332.

✦ Matrix of Gram-Schmidt coefficients  of the LLL-reduced basis (where ):ℓij ℓii = 1
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